macOS: Manual Enrollment
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Manual Mac Enroliment:

1. On your macOS device, open Safari.

2. In the address bar in Safari, type enrollmymac.Pfizer.com (http://enrollmymac.pfizer.com/jamfenroliment.html) and hit
enter.
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3. Authenticate to Pfizer through PingID.
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This computer system (including all hardware, software, electronic mail and the network) that you have accessed or will access is for the sole use of Company-authorized users
(including 2 , and in their conduct of Company-related business. Anything created, obtained or retained on the system is the property of the Company.
All persons accessing the system without, or in excess of, their authority or otherwise inappropriately using the system are subject to inary action, including ion and/or

criminal prosecution.
In accordance with applicable law, the Company regularly monitors the system for a variety of purposes including maintenance, protection of Company people and property and to
investigate inappropriate activity. By using the system, you acknowledge that the Company reserves the right to access and manitor all uses of and information sent or received through

the computer systems. Any suspected misuse should be immediately reported to the location Corporate Security representative.

System users are accountable for the use and security of their passwords.

For informational purposes only.
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4. Read and accept the Pfizer EULA.

interactions may be monitored).

6. You acknowledge that your device may be audited (including all
content, not just Pfizer email, work products or applications.)

7. In the event of an investigation into a potential legal, regulatory,
compliance, privacy or security issue, you will surrender your
device and access codes for forensic review by Pfizer. You are not
permitted to clean or wipe the device before submitting it for
forensic review.

8. Your device may be completely wiped of all configurations,
applications and data including at but not limited to the following
events: (8a.) You leave the service of Pfizer (8b.) The device has
not connected to Pfizer's Management System (JAMF) for more
than 30 days (8c.) The device is transferred to another individual
(8d.) The device is damaged and sent to a non-Pfizer resource for
repair (8e.) You exceed the allowable unsuccessful attempts to
correctly enter your device password (8f.) The device is lost or
stolen.

9. Pfizer is not responsible for the restore, repurchase or recovery of
any personal resources that are lost or impacted by the forensic
review process, to, such things as contacts, calendars,
downloads, apps, photos, music, or movies.

10. You will immediately report, to the local Pfizer Service Desk, the
loss or theft of your Mac device or potential unauthorized access
to the data on your device.

11. Pfizer reserves the right to patch, without warning, any software
installed on Pfizer managed macOS machines, including but not
limited to software installed through Pfizer's device management
system or software manually installed by the user.

| have Read and Accept the Agreement
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5. Click Download Pfizer Jamf Certificate.

Perform these steps to install the Pfizer JAMF Certificate

. Download the Pfizer Jamf Certificate by clicking the link below
. Open the Certificate file from your Downloads folder

. Open System Preferences > Profiles

. Select the "Pfizer JAMF Certificate”

. Click Install
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After installation of the certificate is complete, return to this
page and proceed to the next step where you will install the
MDM profile.

CAUTION: Clicking the Download Button will automatically
advance you to the next step. Make sure you have read the
instructions above.

Download Certificate

6. Go to System Settings > General > Device Management
7. Double click the Pfizer Jamf Certificate profile and click Install.
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8. The certificate shows Verified.
9. Return to the browser window and click Download MDM Profile.

Perform these steps to install the Pfizer MDM Enroliment profile

1. Download the Pfizer MDM Enroliment profile by clicking the link
below

. Open the Profile file from your Downloads folder

. Open System Preferences > Profiles

. Select the "Pfizer MDM Enrollment" profile

. Click Install and follow prompts to install
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After installation of the MDM profile is complete, return to this
page.

CAUTION: Clicking the Download button will automatically
advance you to the next step. Make sure you have read the
instructions above.

Download MDM Profile

10. Go to System Settings > General > Device Management.

11. Double click Pfizer MDM Enrollment, click Install and follow the prompts to complete enroliment.
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12. Finally, after few minutes the enrollment complete message displays "To complete your enrollment, you need to click
logout" You may be also prompted to change your password at the next login.

13. After successful password change and login, Launch Self Service application to install recommended apps e.g. Jamf
Connect, 0365 applications.

14. Enter your Pfizer account credentials (Pfizer Pfizer Network ID & Password) when prompted by Jamf Connect and select
Sign In.
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15. Jamf Connect automatically identifies if your local Mac password matches your Pfizer credentials while syncing your
passwords.

e Ifyour local Mac password differs from your Pfizer credentials, enter your local Mac password and click sync.
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& NOTE: This is the last time your local Mac password is required. After the sync is complete, your login password for
your Mac remains the same as your Pfizer account password.

Good news - your passwords are now synced!

Your local Mac password is no longer required.
e Use your Pfizer credentials the next time you login to your Mac.

© CAUTIONS:
e Upon restarting your MacBook, you are prompted to enter your Pfizer password credentials to log in. If you have
multiple profiles on your machine, you may need to click Connect to sync your Pfizer credentials to the desired profile.

o If your Pfizer password expires and/or is changed, the JAMF connect tool prompts you to resync your passwords
following this same process.
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